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Remarks/Arguments 

Claims 1-20 are pending and stand rejected on varying grounds under §102(e). 
Claim 1 has been amended to resolve a formality. No new matter has been added with this 
amendment 

In view of the comments below, Applicant respectfully requests that the Examiner 
reconsider the present application including claims 1-22 and withdraw the rejection of these 
claims. 



a) Applicant notes with appreciation that the Examiner has considered the art listed on and 
returned an initialed copy of form 1449. 

b) Claims 1-20 are rejected under 35 US.C. 102(e) as being anticipated by Joyce (U.S. 
Patent No. 6,519,703). Claims 1 and 1 1 are in independent fonn with claims 2-10 dependent on 
claim 1 and claims 12-20 dependent on claim 11. 



The present invention concerns node security in a router of a packet network. Claim 1 
defines a method for providing node security in the router of the packet network and claim 1 1 
defines in varying scope a corresponding router for providing node security in a packet network. 

Generally the invention includes analyzing a data packet and determining in the router 
whether the data packet may be harmful to a destination device and if so, transmission of the 
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packet is interrupted and a second router is communicated with to cause the second router 
to interrupt transmission of a next or future data packet all as claimed. If no problems are 
detected the data packet is transmitted. 



The Examiner maintains that Joyce teaches and describes a method and router for 
providing node security in a router of a packet network referring to Fig. 1, 2; Summary and 
Column 2, line 16 -Column 5, line 17. The firewall arrangement of Joyce may be construed as a 
router. 

Joyce discusses a firewall arrangement (FIG. 1 and FIG. 2) that may operate on a Sun 
Microsystem computer or the like (col. 5, line 34 et. sequence). This firewall (Heuristic firewall 
10A or 10B) receives data packets 22 from the Internet, performs one or more "levels" of 
analysis on these packets (16, 18, 20 and 12, 14 among others), and shunts packets (i.e., 
interrupts transmission) that appear to have problems flow confidence) to a shunt 30 (log or the 
like), and forwards packets that have high confidence to a network 30 (FIG. I , FIG. 2, and 
corresponding descriptions). 

Joyce does not show or suggest as part of the mterrupting transmission, the claimed feature 
(claim 1 or claim 11) of coirimunicating with a second router to cause the second router to 
interrupt transmission of a future data packet. The Examiner maintains that Joyce at Column 2, 
line 30 - Column 3, line 5, shows or suggests the claimed interrupting transmission of the data 
packet in response to determining that the data packet is potentially harmful to the destination 
device, the interrupting further comprising the step of communicating with a second router to 
cause the second router to interrupt transmission of a future data packet. This passage and others 
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of Joyce discusses the varying ievels of analysis of a data packet within a router or firewall IDA 
(HO. 1) and under what circumstances transmission of the data packet is allowed or interrupted. 
However, this passage clearly does not contemplate, discuss, show, or suggest communicating 
with a second router to cause transmission of a future data packet to be interrupted when a 
determination has been made that a first data packet is harmful. 



Thus and at least for this reason, Joyce does not show or suggest all features of independent 
claim 1 or claim 1 1 and therefore does not properly support a §1 02(e) rejection of claim 1 or 
cl a jmllor,byvi rtU e O fde P end e ncy,cIairn S 2-l0orl2-20. Therefore and in view of the reasons 
noted above, Applicant respectfully requests that the Examiner reconsider and withdraw this 
rejection of claims L20 under 35 U.S.C. 102(e) based on Joyce (U.S. Patent No. 6,519,703). 

Furthermore, one or more of the dependent claims recite additional features which are not 
shown or suggested by Joyce. For example, claim 3 (and corresponding claim 13) recites 
sending a command to an upstream router to intercept future data packets from the originator and 
claim 4 (and corresponding claim 14) forwarding an agent to an upstream router, the agent 
arranged to intercept future data packets from the originator. Claim 7 (and corresponding claim 
1 7) recites a feature where once a data packet has been deemed suspicious it is decided to 
monitor future data packets having the same source or destination address as claimed. Claims 8- 
10 (and corresponding claims 18-20) recite further features having to do with collaborating with 
and identifying an upstream router. None of these more specific features concerning an upstream 
router are shown or suggested by Joyce. 
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Therefore and « leaa for ^ ^ ^ ^ 

Caims^-.Oand 13, >4, ,7-20 are aHowaWe overjoy Tta and in view of these 
addition* reason, Applicant respectMly ^ ^ ^ ^ ^ 

rejection of Cairns 3, 4, 7.,0 and ,3, ,4. !7-20 under 35 US.C. 10 2(e, base, on ,oyc« (u.g. 
Patent No. 6,519,703). 



According, Applicant ^ ^ ^ ^ ^ ^ 

Such aUowance hereby eamesUy and ^WsoM^crty^. U ^ Bxmina 

Although iti^.^^^^^^^^^^^^^^ 
»d Response is being hrnety ffled with the 3 months alteted and no other fees have been 
incurred, the Commissioner is hereby authorized ,o charge any fees tat may be required to 

Deposit Account No. 50-3435. 



Respectfully submitted, 

Charles W. Bethards 
Reg. No. 36,453 

Law Office of Charles W. Bethards, LLP 

P.O. Box 1622 

Colleyville, Texas 76034 

Phone (817) 581-7005 

Fax (817) 281-7136 

Customer No. 5 1 874 
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